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Connection closed by foreign host.
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R R I L VTN E Sy FERV-I | L g Lt KW LS W0

o5 oy 658 pliy Sl Ky ey Adl 5 Sy 55 55 Y
HELO»
250»

mail.pirateparty.org.se Hello mail.pirateparty.org.se, pleased to
woils SMTP o a5 | Glasdle flas auly o 550 &)le 4 @meet you.

Wy ol & g Glp el Sl

@S e e b opl 1) lule> e, ¢ dittlebrother.com.se

Pl s szl pled Glgise «)on) G So bl asls IM o
R e ALy el S o oS el oS S

a0 )18 CE (B S o [, SMTP Lo €05 Jg» 068 o 418 cpl &
S0 asbga ) 8 ol asilgl e 0iST (n,8 5 camme JI LBly wuales o ST o
S B s B o yo ) B ey A SMTP figs

el Il 0518 15 a8 ol (B yme o o] (slaols 13 ales cadly o
W0 13 Oy o ytws b daid glaSis o Lot 51 e a5 ol ne cnl 4 s
DS By gy Sl oldeeal wsles oo

— 1 SooST algi oo S ST B Gy 1y OBadde 090 P2P wlilgs o
DS B Ol 69) — Sl [R5 Blo )8 aes g5 o9 oS
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Al Sz U g, WS aiS e o 204.11.50.136 e o0 LS &
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A Jon Postel
‘" Instant Messenger
"Y*DNS: Domain Name Service
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S 55 355 o
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i B0 05>

> HELO littlebrother.com.se
250 mail.pirateparty.org.se Hello

mail.pirateparty.org.se, pleased to meet you
> MAIL FROM:m1k3y@littlebrother.com.se

250 2.1.0 mlk3y@littlebrother.com.se... Sender
ok

> RCPT TO:mlk3y@littlebrother.com.se
250 2.1.5 ml1k3y@littlebrother.com.se...
Recipient ok

> DATA
354 Enter mail, end with "." on a line by itself

> When in trouble or in doubt, run in circles,
scream and shout

> .
250 2.0.0 k5SMWOxQO006174 Message accepted for
delivery
QUIT
221 2.0.0 mail.pirateparty.org.se closing

connection
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Creative Commons

Creative Commons Legal Code
Attribution-NonCommercial-ShareAlike 3.0 Unported

CREATIVE COMMONS CORPORATION IS NOT A LAW
FIRM AND DOES NOT PROVIDE LEGAL SERVICES. DIS-
TRIBUTION OF THIS LICENSE DOES NOT CREATE AN
ATTORNEY-CLIENT RELATIONSHIP. CREATIVE COM-
MONS PROVIDES THIS INFORMATION ON AN “AS-IS”
BASIS. CREATIVE COMMONS MAKES NO WARRANTIES
REGARDING THE INFORMATION PROVIDED, AND DIS-
CLAIMS LIABILITY FOR DAMAGES RESULTING FROM
ITS USE.

License

THE WORK (AS DEFINED BELOW) IS PROVIDED UN-
DER THE TERMS OF THIS CREATIVE COMMONS PUBLIC
LICENSE (“CCPL” OR “LICENSE”). THE WORK IS PRO-
TECTED BY COPYRIGHT AND/OR OTHER APPLICABLE
LAW. ANY USE OF THE WORK OTHER THAN AS AUTHO-
RIZED UNDER THIS LICENSE OR COPYRIGHT LAW IS
PROHIBITED.

yay

BY EXERCISING ANY RIGHTS TO THE WORK PRO-
VIDED HERE, YOU ACCEPT AND AGREE TO BE BOUND
BY THE TERMS OF THIS LICENSE. TO THE EXTENT THIS
LICENSE MAY BE CONSIDERED TO BE A CONTRACT,
THE LICENSOR GRANTS YOU THE RIGHTS CONTAINED
HERE IN CONSIDERATION OF YOUR ACCEPTANCE OF
SUCH TERMS AND CONDITIONS.

Definitions

1. “Adaptation” means a work based upon the Work, or upon
the Work and other pre-existing works, such as a translation,
adaptation, derivative work, arrangement of music or other
alterations of a literary or artistic work, or phonogram or
performance and includes cinematographic adaptations or
any other form in which the Work may be recast, trans-
formed, or adapted including in any form recognizably de-
rived from the original, except that a work that constitutes
a Collection will not be considered an Adaptation for the
purpose of this License. For the avoidance of doubt, where
the Work is a musical work, performance or phonogram, the

synchronization of the Work in timed-relation with a moving



image (“synching”) will be considered an Adaptation for the

purpose of this License.

. “Collection” means a collection of literary or artistic works,
such as encyclopedias and anthologies, or performances,
phonograms or broadcasts, or other works or subject matter
other than works listed in Section 1(g) below, which, by rea-
son of the selection and arrangement of their contents, con-
stitute intellectual creations, in which the Work is included
in its entirety in unmodified form along with one or more
other contributions, each constituting separate and indepen-
dent works in themselves, which together are assembled into
a collective whole. A work that constitutes a Collection will
not be considered an Adaptation (as defined above) for the

purposes of this License.

. “Distribute” means to make available to the public the
original and copies of the Work or Adaptation, as appropri-

ate, through sale or other transfer of ownership.

. “License Elements” means the following high-level license
attributes as selected by Licensor and indicated in the title

of this License: Attribution, Noncommercial, ShareAlike.

. “Licensor” means the individual, individuals, entity or en-
tities that offer(s) the Work under the terms of this License.

. “Original Author” means, in the case of a literary or artis-
tic work, the individual, individuals, entity or entities who
created the Work or if no individual or entity can be identi-

fied, the publisher; and in addition (i) in the case of a per-
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formance the actors, singers, musicians, dancers, and other
persons who act, sing, deliver, declaim, play in, interpret or
otherwise perform literary or artistic works or expressions of
folklore; (ii) in the case of a phonogram the producer being
the person or legal entity who first fixes the sounds of a per-
formance or other sounds; and, (iii) in the case of broadcasts,

the organization that transmits the broadcast.

. “Work” means the literary and/or artistic work offered un-

der the terms of this License including without limitation
any production in the literary, scientific and artistic domain,
whatever may be the mode or form of its expression includ-
ing digital form, such as a book, pamphlet and other writ-
ing; a lecture, address, sermon or other work of the same na-
ture; a dramatic or dramatico-musical work; a choreographic
work or entertainment in dumb show; a musical composition
with or without words; a cinematographic work to which
are assimilated works expressed by a process analogous to
cinematography; a work of drawing, painting, architecture,
sculpture, engraving or lithography; a photographic work to
which are assimilated works expressed by a process analo-
gous to photography; a work of applied art; an illustration,
map, plan, sketch or three-dimensional work relative to geog-
raphy, topography, architecture or science; a performance; a
broadcast; a phonogram; a compilation of data to the extent
it is protected as a copyrightable work; or a work performed
by a variety or circus performer to the extent it is not oth-

erwise considered a literary or artistic work.

8. “You” means an individual or entity exercising rights under



this License who has not previously violated the terms of
this License with respect to the Work, or who has received
express permission from the Licensor to exercise rights under

this License despite a previous violation.

9. “Publicly Perform” means to perform public recitations
of the Work and to communicate to the public those pub-
lic recitations, by any means or process, including by wire
or wireless means or public digital performances; to make
available to the public Works in such a way that members
of the public may access these Works from a place and at a
place individually chosen by them; to perform the Work to
the public by any means or process and the communication
to the public of the performances of the Work, including by
public digital performance; to broadcast and rebroadcast the

Work by any means including signs, sounds or images.

10. “Reproduce” means to make copies of the Work by any
means including without limitation by sound or visual
recordings and the right of fixation and reproducing fixations
of the Work, including storage of a protected performance or

phonogram in digital form or other electronic medium.

Fair Dealing Rights

Nothing in this License is intended to reduce, limit, or restrict
any uses free from copyright or rights arising from limitations or
exceptions that are provided for in connection with the copyright

protection under copyright law or other applicable laws.

ARTA

License Grant

Subject to the terms and conditions of this License, Licensor
hereby grants You a worldwide, royalty-free, non-exclusive, per-
petual (for the duration of the applicable copyright) license to

exercise the rights in the Work as stated below:

1. to Reproduce the Work, to incorporate the Work into one
or more Collections, and to Reproduce the Work as incorpo-

rated in the Collections;

2. to create and Reproduce Adaptations provided that any such
Adaptation, including any translation in any medium, takes
reasonable steps to clearly label, demarcate or otherwise
identify that changes were made to the original Work. For
example, a translation could be marked “The original work
was translated from English to Spanish,” or a modification

could indicate “The original work has been modified.”;

3. to Distribute and Publicly Perform the Work including as

incorporated in Collections; and,

4. to Distribute and Publicly Perform Adaptations.

The above rights may be exercised in all media and formats
whether now known or hereafter devised. The above rights in-
clude the right to make such modifications as are technically nec-
essary to exercise the rights in other media and formats. Subject
to Section 8(f), all rights not expressly granted by Licensor are
hereby reserved, including but not limited to the rights described
in Section 4(e).



Restrictions

The license granted in Section 3 above is expressly made subject

to and limited by the following restrictions:

1. You may Distribute or Publicly Perform the Work only un-

der the terms of this License. You must include a copy of, or
the Uniform Resource Identifier (URI) for, this License with
every copy of the Work You Distribute or Publicly Perform.
You may not offer or impose any terms on the Work that re-
strict the terms of this License or the ability of the recipient
of the Work to exercise the rights granted to that recipient
under the terms of the License. You may not sublicense the
Work. You must keep intact all notices that refer to this
License and to the disclaimer of warranties with every copy
of the Work You Distribute or Publicly Perform. When You
Distribute or Publicly Perform the Work, You may not im-
pose any effective technological measures on the Work that
restrict the ability of a recipient of the Work from You to
exercise the rights granted to that recipient under the terms
of the License. This Section 4(a) applies to the Work as
incorporated in a Collection, but this does not require the
Collection apart from the Work itself to be made subject to
the terms of this License. If You create a Collection, upon
notice from any Licensor You must, to the extent practicable,
remove from the Collection any credit as required by Section
4(d), as requested. If You create an Adaptation, upon notice
from any Licensor You must, to the extent practicable, re-

move from the Adaptation any credit as required by Section
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4(d), as requested.

. You may Distribute or Publicly Perform an Adaptation only

under: (i) the terms of this License; (ii) a later version of
this License with the same License Elements as this License;
(iii) a Creative Commons jurisdiction license (either this or
a later license version) that contains the same License El-
ements as this License (e.g., Attribution-NonCommercial-
ShareAlike 3.0 US) (“Applicable License”). You must in-
clude a copy of, or the URI, for Applicable License with every
copy of each Adaptation You Distribute or Publicly Perform.
You may not offer or impose any terms on the Adaptation
that restrict the terms of the Applicable License or the abil-
ity of the recipient of the Adaptation to exercise the rights
granted to that recipient under the terms of the Applicable
License. You must keep intact all notices that refer to the
Applicable License and to the disclaimer of warranties with
every copy of the Work as included in the Adaptation You
Distribute or Publicly Perform. When You Distribute or
Publicly Perform the Adaptation, You may not impose any
effective technological measures on the Adaptation that re-
strict the ability of a recipient of the Adaptation from You to
exercise the rights granted to that recipient under the terms
of the Applicable License. This Section 4(b) applies to the
Adaptation as incorporated in a Collection, but this does not
require the Collection apart from the Adaptation itself to be
made subject to the terms of the Applicable License.

3. You may not exercise any of the rights granted to You in

Section 3 above in any manner that is primarily intended for



or directed toward commercial advantage or private mon-
etary compensation. The exchange of the Work for other
copyrighted works by means of digital file-sharing or other-
wise shall not be considered to be intended for or directed
toward commercial advantage or private monetary compen-
sation, provided there is no payment of any monetary com-
pensation in con-nection with the exchange of copyrighted

works.

. If You Distribute, or Publicly Perform the Work or any
Adaptations or Collections, You must, unless a request has
been made pursuant to Section 4(a), keep intact all copyright
notices for the Work and provide, reasonable to the medium
or means You are utilizing: (i) the name of the Original Au-
thor (or pseudonym, if applicable) if supplied, and/or if the
Original Author and/or Licensor designate another party or
parties (e.g., a sponsor institute, publishing entity, journal)
for attribution (“Attribution Parties”) in Licensor’s copy-
right notice, terms of service or by other reasonable means,
the name of such party or parties; (ii) the title of the Work if
supplied; (iii) to the extent reasonably practicable, the URI,
if any, that Licensor specifies to be associated with the Work,
unless such URI does not refer to the copyright notice or li-
censing information for the Work; and, (iv) consistent with
Section 3(b), in the case of an Adaptation, a credit identi-
fying the use of the Work in the Adaptation (e.g., “French
translation of the Work by Original Author,” or “Screenplay
based on original Work by Original Author”). The credit
required by this Section 4(d) may be implemented in any
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reasonable manner; provided, however, that in the case of
a Adaptation or Collection, at a minimum such credit will
appear, if a credit for all contributing authors of the Adapta-
tion or Collection appears, then as part of these credits and
in a manner at least as prominent as the credits for the other
contributing authors. For the avoidance of doubt, You may
only use the credit required by this Section for the purpose of
attribution in the manner set out above and, by exercising
Your rights under this License, You may not implicitly or
explicitly assert or imply any connection with, sponsorship
or endorsement by the Original Author, Licensor and/or At-
tribution Parties, as appropriate, of You or Your use of the
Work, without the separate, express prior written permission
of the Original Author, Licensor and/or Attribution Parties.

5. For the avoidance of doubt:

(a) Non-waivable Compulsory License Schemes. In
those jurisdictions in which the right to collect royalties
through any statutory or compulsory licensing scheme
cannot be waived, the Licensor reserves the exclusive
right to collect such royalties for any exercise by You of

the rights granted under this License;

(b) Waivable Compulsory License Schemes. In those
jurisdictions in which the right to collect royalties
through any statutory or compulsory licensing scheme
can be waived, the Licensor reserves the exclusive right
to collect such royalties for any exercise by You of the

rights granted under this License if Your exercise of such



rights is for a purpose or use which is otherwise than
noncommercial as permitted under Section 4(c) and
otherwise waives the right to collect royalties through

any statutory or compulsory licensing scheme; and,

(c) Voluntary License Schemes. The Licensor reserves
the right to collect royalties, whether individually or, in
the event that the Licensor is a member of a collecting
society that administers voluntary licensing schemes,
via that society, from any exercise by You of the rights
granted under this License that is for a purpose or use
which is otherwise than noncommercial as permitted

under Section 4(c).

6. Except as otherwise agreed in writing by the Licensor or as
may be otherwise permitted by applicable law, if You Re-
produce, Distribute or Publicly Perform the Work either by
itself or as part of any Adaptations or Collections, You must
not distort, mutilate, modify or take other derogatory action
in relation to the Work which would be prejudicial to the
Original Author’s honor or reputation. Licensor agrees that
in those jurisdictions (e.g. Japan), in which any exercise of
the right granted in Section 3(b) of this License (the right to
make Adaptations) would be deemed to be a distortion, mu-
tilation, modification or other derogatory action prejudicial
to the Original Author’s honor and reputation, the Licen-
sor will waive or not assert, as appropriate, this Section, to
the fullest extent permitted by the applicable national law,
to enable You to reasonably exercise Your right under Sec-
tion 3(b) of this License (right to make Adaptations) but not
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otherwise.

Representations, Warranties and Dis-

claimer

UNLESS OTHERWISE MUTUALLY AGREED TO BY THE
PARTIES IN WRITING AND TO THE FULLEST EX-
TENT PERMITTED BY APPLICABLE LAW, LICENSOR
OFFERS THE WORK AS-IS AND MAKES NO REPRE-
SENTATIONS OR WARRANTIES OF ANY KIND CON-
CERNING THE WORK, EXPRESS, IMPLIED, STATUTORY
OR OTHERWISE, INCLUDING, WITHOUT LIMITATION,
WARRANTIES OF TITLE, MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE, NONINFRINGEMENT,
OR THE ABSENCE OF LATENT OR OTHER DEFECTS, AC-
CURACY, OR THE PRESENCE OF ABSENCE OF ERRORS,
WHETHER OR NOT DISCOVERABLE. SOME JURISDIC-
TIONS DO NOT ALLOW THE EXCLUSION OF IMPLIED
WARRANTIES, SO THIS EXCLUSION MAY NOT APPLY TO
YOU.

Limitation on Liability

EXCEPT TO THE EXTENT REQUIRED BY APPLICABLE
LAW, IN NO EVENT WILL LICENSOR BE LIABLE TO
YOU ON ANY LEGAL THEORY FOR ANY SPECIAL, INCI-
DENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY



DAMAGES ARISING OUT OF THIS LICENSE OR THE USE
OF THE WORK, EVEN IF LICENSOR HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES.

Termination

1. This License and the rights granted hereunder will terminate
automatically upon any breach by You of the terms of this
License. Individuals or entities who have received Adapta-
tions or Collections from You under this License, however,
will not have their licenses terminated provided such individ-
uals or entities remain in full compliance with those licenses.
Sections 1, 2, 5, 6, 7, and 8 will survive any termination of

this License.

2. Subject to the above terms and conditions, the license
granted here is perpetual (for the duration of the applica-
ble copyright in the Work). Notwithstanding the above, Li-
censor reserves the right to release the Work under different
license terms or to stop distributing the Work at any time;
provided, however that any such election will not serve to
withdraw this License (or any other license that has been, or
is required to be, granted under the terms of this License),
and this License will continue in full force and effect unless

terminated as stated above.
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Miscellaneous

. Each time You Distribute or Publicly Perform the Work or

a Collection, the Licensor offers to the recipient a license to
the Work on the same terms and conditions as the license

granted to You under this License.

. Each time You Distribute or Publicly Perform an Adapta-

tion, Licensor offers to the recipient a license to the origi-
nal Work on the same terms and conditions as the license

granted to You under this License.

. If any provision of this License is invalid or unenforceable

under applicable law, it shall not affect the validity or en-
forceability of the remainder of the terms of this License, and
without further action by the parties to this agreement, such
provision shall be reformed to the minimum extent necessary

to make such provision valid and enforceable.

. No term or provision of this License shall be deemed waived

and no breach consented to unless such waiver or consent
shall be in writing and signed by the party to be charged

with such waiver or consent.

. This License constitutes the entire agreement between the

parties with respect to the Work licensed here. There are
no understandings, agreements or representations with re-
spect to the Work not specified here. Licensor shall not be
bound by any additional provisions that may appear in any

communication from You. This License may not be modified



without the mutual written agreement of the Licensor and
You.

8. The rights granted under, and the subject matter referenced,
in this License were drafted utilizing the terminology of the
Berne Convention for the Protection of Literary and Artistic
Works (as amended on September 28, 1979), the Rome Con-
vention of 1961, the WIPO Copyright Treaty of 1996, the
WIPO Performances and Phonograms Treaty of 1996 and
the Universal Copyright Convention (as revised on July 24,
1971). These rights and subject matter take effect in the
relevant jurisdiction in which the License terms are sought
to be enforced according to the corresponding provisions of
the implementation of those treaty provisions in the appli-
cable national law. If the standard suite of rights granted
under applicable copyright law includes additional rights not
granted under this License, such additional rights are deemed
to be included in the License; this License is not intended to

restrict the license of any rights under applicable law.

Creative Commons Notice

Creative Commons is not a party to this License, and makes
no warranty whatsoever in connection with the Work. Creative
Commons will not be liable to You or any party on any legal
theory for any damages whatsoever, including without limitation
any general, special, incidental or consequential damages arising
in connection to this license. Notwithstanding the foregoing two

(2) sentences, if Creative Commons has expressly identified itself

as the Licensor hereunder, it shall have all rights and obligations

of Licensor.

Except for the limited purpose of indicating to the public that
the Work is licensed under the CCPL, Creative Commons does
not authorize the use by either party of the trademark “Creative
Commons” or any related trademark or logo of Creative Com-
mons without the prior written consent of Creative Commons.
Any permitted use will be in compliance with Creative Commons’
then-current trademark usage guidelines, as may be published on
its website or otherwise made available upon request from time
to time. For the avoidance of doubt, this trademark restriction

does not form part of this License.

Creative Commons may be contacted at:

http://creativecommons.org/


http://creativecommons.org/

Introduction to the Persian Edition

I wrote this book because I believe that technology can be a

force for liberation. Not always, and not easily, but nevertheless.

I grew up in Canada, but my family were Soviet refugees;
my father was born in a Displaced Persons camp in Azerbai-
jan. When WWII ended, my grandparents didn’t go home to
Russia (where my grandmother was from) or Poland (where my
grandfather’s family was). Instead, they left the USSR behind,
crossing all the way through it to come to Canada and start new

lives in Toronto.

They left because the Stalinist program was a nightmarish mar-
riage of totalitarianism and technology. There have always been
repressive governments that declared that they had absolute do-
minion over their citizens’ lives. But without technology, the
state’s power was always constrained to what could practically
be accomplished: a state can only employ so many secret po-
licemen before everyone is spying on everyone else, and no one
is keeping the trains running, no one is harvesting the fields, no

one is making sure the lights stay on.

But technology multiplies the secret policeman’s power. With
wiretaps, hidden cameras, powerful databases and data-mining,
the state is able to turn every snitch into a superman, whose

ears can hear sounds from across the nation, whose eyes can be

\

everywhere.

That was the disastrous nature of Stalinism: the authoritarian

urge, coupled with technology to realize it.

But technology isn’t inherently a tool of control. Rather, it is a
tool of disruption: whatever the status quo, technology makes it
possible to upend it. Technology gives the advantage to attackers
over defenders. This is a lesson as old as medieval sieges: the
same earth-moving technology that made it possible to protect a
city with high walls and ramparts also made it possible to tear
them down. The difference was that the wall-builders needed
to erect a perfect and flawless wall, while the attackers merely
needed to find a single flaw to bring it down and pour into the
city.

So the Soviet Union built a tower of surveillance with tech-
nology. In East Germany, the secret police maintained files on
practically every person in the country. In Finland, during the
Soviet occupation, the KGB (Russian secret police), took over
the 12-storey Hotel Torni (the tallest building in Helsinki) as
headquarters. When they left, the Finns discovered a network of
20 kilometers of wire-tapping wire in the walls, as each spy used

technology to surveil the other spies.

And then the citizens of the Soviet Union dismantled their



society with technology. Old technology was inadequate: type-
writers could be uniquely identified based on the idiosyncrasies of
their keys; printing presses were huge and hard to disguise; tube-
radios were bulky and easily detected. But new technologies —
computers, electric typewriters, fax machines, miniature radios —

made it possible to fly under the surveillance state’s radar.

And just as technology toppled the Stalinist regime, it liberated
people all around the world. In the summer of 1979, I was eight
years old, and we’d just gotten an Apple |[+ personal computer.
It had a modem, and through that modem, I was able to go
practically anywhere on the planet. Through the nascent network
of BBSes and information services, I had access to tools, ideas
and communities that would have been beyond the reach of all

but the richest and most powerful adults until then.

All through my adolescence, technology was a source of per-
sonal and generational liberation. We were free to go places,
conduct dialog, and expand our horizons and autonomy through
networks, computers and phones. Organizing group activities,
from grand demonstrations to trivial dinner parties, grew easier

day by day.

But technology disrupts. Even as technology was liberating
a generation, another generation was finding in it an oppressor.
By the time I was leaving university, high school students were
discovering that their schools were using technology to spy on
every click, every IM, every email. Little kids discovered that
their parents could install software on their phones that used the
in-built GPS to track their every step, like a paroled felon wearing

an ankle-cufl.

Y.

Y

Hence Little Brother: a novel about the next turning point.
A novel about the moment when technology shifts again, giving
power back to the individual and groups of individuals to rebal-

ance the oppressive might of the state.

The technologies outlined in this book are real: cryptographic
tools, proxies, and other systems can be used to effectively evade
surveillance and control. But they aren’t perfect, and they aren’t
easy. As the attacker, trying to disrupt the system, technology
gives you the advantage. As the defender, trying to keep the sys-
tem from eavesdropping on your conversations, technology gives

the advantage to your enemies.

It is not enough to find a tool that claims to be "secure.” To be
secure, you need to understand what the technology is making
you secure against, and you need to evaluate whether there are
avenues of attack left open. Email encryption can keep your com-
munications secret, but what if the recipient stores unencypted
backups on a server that can be seized by the state? Encrypting
your hard drive can keep its contents secret from the police, but
what if the police simply jail you for refusing to give them the

password?

Encryption, proxies and social networking tools are powerful
ways to increase the power of individual and to form groups to
take action. But they are not perfect, and can even open up
new vulnerabilities: a compromised social network can be used
to implicate all your friends, comrades and family members, a
keylogger on your computer puts every keystroke in the hands of

spies and bullies.

Being informed, being critical, and being alert are all manda-



tory. The existence of a security technology isn’t an opportunity
to relax your guard: it’s a warning to increase it. Every time you
find yourself marvelling at the power of a new tool, imagine not
just how you’d use it, but how it might be used against you.

Be careful. Be safe. Be free.

Cory Doctorow, London, June 8 2010
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